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1. INTRODUCTION
This Certification Policy and Practice Statement (CP/CPS) is written according to the framework outlined by RFC 3647. It describes the set of rules and procedures adhered to by the HIAST GRID Certification Authority.

This document is currently at version 0.97. The document is to be referred to as the HIAST Grid CA certificate policy and certification practice statement, version 0.97.
1.1 Overview

This document is a draft, structured according to RFC 3647 [RFC 3647].  This document describes the set of rules and operational practices used by the HIAST Grid CA.

The HIAST Grid CA is the top level Certification Authority for HIAST.

1.2 Document name and Identification
Document title: HIAST Grid CA Certificate Policy and Certification Practice Statement
Document version: 0.97
Document Date: May, 2011
Object Identifier assigned: 1.3.6.1.4.1. 27601.1.1.0.97

IANA

1.3.6.1.4.1

HIAST

27601

HIAST Grid CA

1

CP/CPS Document
1

Document Version
0.97
1.3 PKI Participants
HIAST Grid CA provides PKI services for the Syrian research community that are involved in Grid activities.
1.3.1 Certification Authorities

The certification authority is a stand-alone self-signed CA. HIAST Grid CA doesn’t issue certificates to subordinate Certification Authorities.
1.3.2 Registration Authorities

The HIAST Grid CA manages the functions of its Registration Authority (RA). No additional registration authorities will be created.
1.3.3 Subscribers
The HIAST Grid CA issues certificates for persons, servers and services entities. The entities that are eligible for certification by the HIAST GRID Certification Authority are:
(a) HIAST employees;

(b) Hosts and services owned by HIAST or used for activities in which HIAST is involved;
(c) All those entities related to organizations, public sectors or universities involved in the research or deployment of distributed computing infrastructure, intended for cross-organizational sharing of resources. The focus of these organizations should also be in research and/or education.
1.3.4 Relying Parties
Certificates issued are of the following types:

(a) User: for e-mail signing and encryption (S/MIME), and user authentication and encryption of communications (SSL/TSL);

(b) Host: for server authentication and encryption of communications (SSL/TSL);

(c) Services: for services authentication and encryption of communications (SSL/TSL).
1.3.5 Other Participants

No stipulation.
1.4 Certificate Usage

1.4.1 Appropriate Certificate Uses
CA certificates may only be used to issue certificates and for checking certificates that claim

to be issued by the HIAST Grid CA.

The end-entity certificate may be used for any application that is suitable for X.509 certificates, in particular:

(a) Authentication of users, hosts and services

(b) Authentication and encryption of communications

(c) Authentication of signed e-mails

(d) Authentication of signed objects such as software programs, software drivers and DLLs.
1.4.2 Prohibited Certificate Uses
The certificates issued by HIAST Grid CA must not be used for financial transactions. They must not be used for purposes that violate Syrian law.
1.5 Policy Administration

1.5.1 Organization Administering the Document
The HIAST Grid CA is responsible for the registration, maintenance, interpretation of this CP/CPS and management of HIAST Grid CA. It is reachable at:

HIAST
Higher Institute for Applied Science and Technology
B.O. Box 3198

phone: 963 11 5124639

Fax. 963 11 2237710

Barzeh, Damascus - SYRIA
Home page: http://www.hiast.edu.sy
HIAST Grid CA Home page: https://ca.grid.hiast.edu.sy
E-mail: cagrid@hiast.edu.sy
1.5.2 Contact Person

The contact persons for questions related to this document or the HIAST Grid CA in general is:
	Ghassan SABA
	Houssam ABED

	Tel. 963 11 5124639 ext. 2573

E-mail: ghassan.saba@hiast.edu.sy

	Tel. 963 11 5124639 ext. 2065
E-mail: houssam.abed@hiast.edu.sy



	SYRIA, Damascus, Barzeh

P.O. Box 31983

Fax. 963 11 2237710

www.hiast.edu.sy




1.5.3 Person Determining CPS Suitability for the Policy
The manager of the HIAST Grid CA (see 1.5.2) is responsible for determining the CPS suitability for the policy.

1.5.4 CPS Approval Procedures
The CP/CPS document and all CPS modifications must be approved by EUGridPMA before being applied.
1.6 Definitions and Acronyms
The key words “ MUST” , “ MUST NOT” , “ REQUIRED” , “ SHALL” , “ SHALL NOT” , “ SHOULD” , “ SHOULD NOT” , “ RECOMMENDED” , “ MAY” , and “ OPTIONAL” in this document are to be interpreted as described in RFC 2119.

Activation Data

Data values, other than keys, that are required to operate cryptographic modules and that need to be protected (i.e., a PIN, a passphrase, or a manually-held key share).

Authentication

The process of establishing that individuals, organizations, or things are who or what they claim to be. In the context of a PKI, authentication can be the process of establishing that an individual or organization applying for or seeking access to something under a certain name is, in fact, the proper individual or organization. This process corresponds to the second process involved with identification, as shown in the definition of “ identification” below. Authentication can also refer to a security service that provides assurances that individuals, organizations, or things are who or what they claim to be or that a message or other data originated from a specific individual, organization, or device. Thus, it is said that a digital signature of a message authenticates the message’s sender.

Certification Authority (CA)

An authority trusted by one or more subscribers to create and assign public key certificates and to be responsible for them during their whole lifetime. That entity / system issues X.509 identity certificates (places a subject name and public key in a document and then digitally signs that document using the private key of the CA)

Certificate Policy (CP)

A named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements. For example, a particular certificate policy might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions.

Certification Practice Statement (CPS)

A statement of the practices, which a certification authority employs in issuing certificates.

CSR

Certificate Signing Request containing the public key of a key pair and formatted according to the syntax of PKCS #10 [RFC2986]
Host Certificate

A Certificate for server certification and encryption of communications (SSL/TSL). It will represent a single machine. Host Certificates are used internally by the PKI service and are not issued to other sites/VOs

Identification

The process of establishing the identity of an individual or organization, i.e., to show that an individual or organization is a specific individual or organization. In the context of a PKI, identification refers to two processes: (1) establishing that a given name of an individual or organization corresponds to a real world identity of an individual or organization, and (2) establishing that an individual or organization applying for or seeking access to something under that name is, in fact, the named individual or organization.

A person seeking identification may be a certificate applicant, an applicant for employment in a trusted position within a PKI participant, or a person seeking access to a network or software application, such as a CA administrator seeking access to CA systems.

Issuing Certification Authority (Issuing CA)

In the context of a particular certificate, the issuing CA is the CA that issued the certificate.

User Certificate

A certificate used for authentication to establish a Grid Person Identity. It will represent an individual person.

Policy Qualifier

The Policy-dependent information that accompanies a certificate policy identifier in an X.509 certificate.

Point of Contact

The member of a site/VO RA that has been chosen to handle all communications about policy matters with the HIAST Grid CA manager.

Registration Authority (RA)

An entity that is responsible for identification and authentication of certificate subjects, but that does not sign or issue certificates (i.e., an RA is delegated certain tasks on behalf of a CA).

Registration Agent (RAg) or “ Agent”

RAg is the entity that interacts with the RM in order to cause the CA to issue certificates.

Registration Manager (RM)

The RM is a front-end Web server for the CA that provides a Web user interface for CA subscribers and agents. The RM forwards certificate signing requests to the actual CA to issue X.509 certificates.

Relying Party

A recipient of a certificate who acts in reliance on that certificate and/or digital signatures verified using that certificate.

Repository

A storage area, usually on-line, which contains lists of issued certificates, CRLs, policy documents, etc.

Service Certificate

A certificate for a particular service running on a host. It will represent a single service on a single host.

Subscriber

Or sometimes called End Entity is a person or server to whom a digital certificate is issued.

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES
2.1 Repositories
Repository of certificates and CRLs is on the HIAST Web site https://ca.grid.hiast.edu.sy/. The web site will be operational starting from 1st February, 2011.
2.2 Publication of Certification Information
HIAST Grid CA will publish the following information on its website:
(a) General information about HIAST Grid CA.

(b) E-mail addresses for inquiries and fault reporting

(c) Mailing address of CA Administration location
(d) HIAST Grid CA root certificate;

(e) PEM format of the HIAST Grid CA certificate;

(f) Issued certificates;

(g) The Certificate Revocation List;

(h) A copy of this policy;

2.3 Time or Frequency of Publication

· Certificates will be published as soon as issued;
· CRL publication will be updated immediately after revocation is issued and it will be updated at least 7 days before the next update date of the CRL. The CRL lifetime is 30 days;

· All HIAST Grid CA documents will be published to the HIAST website as they are updated; 
· Changes to this CP/CPS will be published as soon as they are approved; 
· All previous versions will remain available on-line.
2.4 Access Controls on Repositories
The online repository is available on 24 hours per day, 7 days per week basis, subject to reasonable scheduled maintenance.

HIAST Grid CA doesn’t impose any access control on its Policy, its certificate, issued certificates and CRLs.
3. IDENTIFICATION AND AUTHENTICATION
3.1 Naming

3.1.1 Types of Names

The subject name of the applicants shall follow the X.500 standard. It has one of the following forms:
· User:

The subject name must include the user name in the CN field;

· Host:

The subject name must include FQDN as registered to DNS in the CN field;

· Service:

The subject name must include the service name / FQDN as registered to DNS in the CN field.
3.1.2 Need for Names to Be Meaningful
The Subject Name must represent the subscriber in a way that is easily understandable and must have a reasonable association with the authenticated name of the subscriber.
3.1.3 Anonymity or Pseudonimity of Subscribers
HIAST Grid CA will neither issue nor sign pseudonymous or anonymous certificates.
3.1.4 Rules for Interpreting Various Name Forms
Names should be in ASCII encoding and should contain only alphanumeric and the dot and underscore characters in accordance with section 3.1.1.
3.1.5 Uniqueness of Names
The subject name listed in a certificate must be unambiguous and unique for all certificates issued by the HIAST Grid CA. In the case of user certificates, additional numbers or letters may be appended to the real name to ensure the uniqueness of the name within the domain of certificates issued by the HIAST Grid CA.
3.1.6 Recognition, Authentication, and Role of Trademarks
No stipulation.

3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key
The HIAST Grid CA proves possession of the private key that is the companion to the HIAST Grid CA root certificate by issuing certificates and signing CRL's.

The HIAST Grid CA verifies the possession of the private relating to certificates requests by out-of-band, non-technical means at the time of authentication. Such verification may take the form of a directly posed question to requester. A cryptographic challenge-response exchange may be used to prove possession of the private key at any point in time before certification of subscriber.

The HIAST Grid CA will not generate the key pair for subscribers and will not accept or retain private keys generated by subscribers.

3.2.2 Authentication Of Organization Identity
The RA shall verify that the requesting party's organization or a unit of an organization is entitled (see 1.3.3) to get a certificate from the HIAST Grid CA and that it consents to the request.

The first time an organization/unit wants to get a certificate for a user, a server or a service, it has to announce this officially to the RA or the HIAST Grid CA. The RA has to ascertain that the organization or organizational unit exists and is entitled to request a HIAST Grid certificate. It must also get competent information on who is entitled to sign on behalf of the institution.
3.2.3 Authentication of Individual Identity
· User

In order to enable the RA to authenticate the individual's identity, the latter must meet in person with the RA (face to face) and present an officially recognized document proving the requesting party's identity. Only documents accepted by Syrian law (Syrian national identity card or passport) will be accepted.

For each authentication, the RA will record and archive:

· The type, identification number and name in the identification document presented by the subject to be authenticated;

· A contact e-mail, phone number and address of the requester;
· Host and Service

For host or service certificates, the requests must be signed with a HIAST Grid CA issued personal certificate corresponding to the system administrator or person responsible of the resource. The RA will verify whether the requester has the right to request a certificate for the intended host or service and that the FQDN has been registered in the Internet’s DNS.

The RA shall send in a signed e-mail to the HIAST Grid CA, an electronic copy of the recorded authentication documentation and the certificate request. The information will be stored in a secure database at the CA site and shall be considered private and confidential (see 9.4).

· User: the subscriber is authenticated by meeting him/her personally by the RA using a valid photo ID document.

· Host and Service: the requestor must send the request to the RA by a signed e-mail using the user certificate, confirming that it is responsible for the resource in question. The RA sends the request to the CA after verifying the correctness of the request.
If a requesting party fails to meet the authentication requirements within 14 days after the request has been received by the RA, the request is void, and a new one has to be submitted.
RA makes paper photocopy of official identity document that person provides during identity vetting.
3.2.4 Non-Verified Subscriber Information
No stipulation.

3.2.5 Validation of Authority

Any organization or unit willing to apply for HIAST Grid certificates shall appoint one or more representatives who are entitled to request host or service certificates and answer all questions related to user certificate requests.

These representatives shall be the first in their organization/unit to request individual certificates according to the provisions outlined in 3.2.3. The signatures of these individuals with the private key associated with the certified public key shall be sufficient for all future information exchanges with or requests from that organization/unit.

When the organization/unit rescinds the individual's authorization it has to inform the RA and

the HIAST Grid CA in the same way as it has made the authorization known.
3.2.6 Criteria for Interoperation
No stipulation.

3.3 Identification and Authentication of re-Key Requests
3.3.1 Identification and Authentication for Routine re-Key
Expiration warnings will be issued to subscribers when rekey time arrives. Rekey before expiration can be accomplished by sending a re-key e-mail request signed with the current user certificate. Rekey after expiration follows the same authentication procedure as new certificate.

3.3.2 Identification and Authentication for re-Key after Revocation
A revoked certificate cannot be re-keyed, user has to request a new certificate with the rules defined in section 3.2.3
3.4 Identification and Authentication for Revocation Request
Unless the revocation request originates from the HIAST Grid CA because it has independently verified that a key compromise has occurred, the revocation request has to be verified and the requesting party has to be authenticated.

Such a request coming from the RA must be made in a signed transfer sent to the CA. Before revoking a certificate the HIAST Grid CA has to authenticate the source of the request as it did for the request for certification.

Such a revocation request must be made by:

· The owner of the certificate in an e-mail signed with the private key associated with the (still not expired) certificate,

· On behalf of the owner who has lost his/her private key in an e-mail signed by an authorized person of the organization/unit that consented to the certificate,

· On behalf of the organization/unit that consented to the certificate in an e-mail signed by an authorized person (see 3.2.2), or

· The RA that has knowledge of a key compromise.

In case of emergency the revocation can be initiated via oral communication with the RA or the HIAST Grid CA. The RA or the HIAST Grid CA has to use their best effort to authenticate the request.
4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS
4.1 Certificate Application

4.1.1 Who Can Submit a Certificate Application
Procedures are different if the subject is a user or a host/service. In every case the subject has to generate his own key pair.  Minimum key length is 1024 bits.
· User
The minimum key length for all certificates is 1024 bits. The maximum validity period is one year plus one month. Each applicant must generate its own key pair using either Globus Grid-cert-request or OpenSSL or similar software.

· Hosts and Services
Certificate requests are sent by e-mail to the RA and must be signed by a valid HIAST Grid CA certificate belonging to a user. The RA verifies the right of the requestor to obtain the certificate and then forwards the request to the HIAST Grid CA by a signed e-mail.

4.1.2 Enrollment Process and Responsibilities
A. User Certificate:

For the first time, a subscriber must be authenticated by the RA following the procedure described in section 3.2.3. After successful authentication, the RA will enter the requester's name, e-mail address and affiliation to the SSL secured HIAST Grid CA web site and a random 12 digit number will be generated. The first 6 digits of this number will be given to the requester in written form and the rest 6 digits will be sent automatically by the HIAST Grid CA to his/her e-mail address. From that point, the requester has 2 working days to submit his/her certificate request to the HIAST Grid CA.

The submission of the certificate requests will be done via an SSL secured web form where the requester will have to provide the same data as those given at the RA (name, e-mail, affiliation) along with the 12 digit number that was generated for him/her.

If the subscriber wants to re-key his/her certificate, then he/she must request revocation within one working day after detection of loss or compromise of the private key pertaining to the certificate, or if the data in the certificate is no longer valid. He/she must follow the procedures described in section 4.7.
B. Host or Service Certificate:

The subject must already have a valid HIAST Grid CA certificate before requesting a host or service certificate. The submission of the certificate request can be done either via a web interface or via e-mail.

In the first case (web interface) the subject will have first to import his/her HIAST Grid CA certificate in the browser in order to be authenticated automatically by the HIAST Grid CA server. Upon successful authentication the user will be able to submit the certificate request via a web based form.

In the second case (e-mail) the subject will have to send an e-mail signed via his/her HIAST Grid CA certificate to ragrid@hiast.edu.sy with the certificate requests attached and stating in the body of the e-mail that he is the person responsible for the host/service.

In both cases the certificate request will be forwarded to the RA, who will approve or disapprove the request according to sections 4.2.1 and 4.2.2
C. Subscribers Obligations:

Subscribers must:

1. Read and adhere to the procedures published in this document

2. Use the certificate for the permitted purposes only

3. Authorize the processing and conservation of personal data (as required under the data protection regulations)

4. Take every precaution to prevent any loss, disclosure or unauthorized access to or use of the private key associated with the certificate, including:

(a) (Personal certificates) selecting a passphrase in accordance with the currently approved version of the “Guidelines on Private Key Protection”;

(b) (Personal certificates) protecting the passphrase from others;

(c) Notifying immediately the HIAST Grid CA and any relying parties if the private key is lost or compromised;
(d) Requesting revocation if the subscriber is no longer entitled to a certificate, or if information in the certificate becomes wrong or inaccurate.

4.2 Certificate Application Processing
4.2.1 Performing Identification and Authentication Functions
All the certificate application will be authenticated and validated by the HIAST Grid CA and the RA. In the case of a new user certificate, the request will be authenticated by checking if the 12 digit number [see section 4.1.2] that the requester has supplied is correct. In all the other cases (re-key of user certificate while current certificate is valid, request for host or service certificate) the authentication of the certificate application will take place by checking that the requester has a valid HIAST Grid CA certificate.

Upon successful authentication, the certificate application will be forwarded to the RA in order to validate the information included in the certificate request.
4.2.2 Approval or Rejection of Certificate Applications
The necessary provisions that must be followed in any certificate application request to the HIAST Grid CA are in order to be approved:

1. the certificate application must be authenticated first by the RA as described in section 4.2.1;

2. the subject must apply the certificate request within 2 working days after the successful authentication performed by the RA;

3. the subject must be an acceptable subscriber entity, as defined by this Policy;

4. the request must obey the HIAST Grid CA distinguished name scheme;

5. the distinguished name must be unambiguous and unique;

6. the key must have at least 1024 bits.

If the certificate request does not meet one or more of the above criteria, it will be rejected and signed notification e-mail will be sent by the RA to the subject with carbon copy to cagrid@hiast.edu.sy.
4.2.3 Time to Process Certificate Applications
The turn-around time from request to issuance is typically up to 14 days, depending mostly on the authentication process.
4.3 Certificate Issuance

4.3.1 CA Actions During Certificate Issuance
The CSR shall be transferred to the computer which holds the private key of HIAST Grid CA and which is not connected to any network. On this system the certificate is created and signed. The signed certificate shall then be transferred back to the online CA server.

4.3.2 Notification to Subscriber by the CA of Issuance of Certificate
The HIAST Grid CA shall then send a mail to the requesting party with the URL of the

certificate download page. It shall also send an acknowledgment of the issuance to the

RA.
4.4 Certificate Acceptance
4.4.1 Conduct Constituting Certificate Acceptance
· Upon receipt of the e-mail with the certificate the requesting party shall check the signature of the e-mail.

· He/she shall then sign an arbitrary file with his/her private key and check the signature with the returned certificate and/or encrypt a file using the public key of the certificate and decrypting it with the private key.

· The requesting party shall notify the HIAST Grid CA of the result of the check for usability of the certificate in conjunction with the private key in its possession.
· If it was successful and there are no objections to other aspects of the certificate, the subscriber must inform the HIAST Grid CA and the RA that he/she accepts the certificate.

· In case of rejection of the certificate, the requesting party must inform the CA and the RA of the rejection and explain the reasons.
· Certificates whose acceptance has not been confirmed within a month shall be revoked by the HIAST Grid CA.
4.4.2 Publication of the Certificate by the CA
All the certificates issued by the HIAST Grid CA will be published in the on-line repository operated by the HIAST Grid CA.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities
The HIAST Grid CA shall inform the RA of the acceptance and send it a copy of the certificate.
4.5 Key Pair and Certificate Usage
4.5.1 Subscriber Private Key and Certificate Usage
The subscribers' private keys along with the certificates issued by the HIAST Grid CA can be used for:

5. e-mail signing/verifying and encryption/decryption (S/MIME);

6. service/host authentication and encryption of communications;

7. authentication purposes in Grid Infrastructures.

4.5.2 Relying Party Public Key and Certificate Usage
Relying parties can use the public keys and certificates of the subscribers for:

8. E-mail encryption and signature verification (S/MIME);

9. Service/host authentication and encryption of communications;

10. Authentication purposes in Grid infrastructures.

Relying parties must download the CRL at least once a day and implement its restrictions while validating certificates.
4.6 Certificate renewal
4.6.1 Circumstance for Certificate Renewal
HIAST Grid CA will not renew subscribers’ certificate. Subscribers must follow the re-key procedure as defined in section 4.7.
4.6.2 Who May Request Renewal
No stipulation.
4.6.3 Processing Certificate Renewal Requests
No stipulation.
4.6.4 Notification of New Certificate Issuance to Subscriber
No stipulation.
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
No stipulation.
4.6.6 Publication of the Renewal Certificate by the CA
No stipulation.
4.6.7 Notification of Certificate Issuance by the CA to Other Entities
No stipulation.
4.7 Certificate Re-Key
4.7.1 Circumstance for Certificate Re-Key
HIAST Grid CA does not perform a re-key of a certificate.
4.7.2 Who May Request Certification of a New Public Key
The owner of a valid certificate may request the certification of a new public key in a CSR also signed with his/her still valid private key. If the certificate has already expired, revoked, or compromised a certificate request procedure as described for an initial certification request must be followed.

4.7.3 Processing Certificate Re-Keying Requests
If the certificate still hasn’t expired yet, the requestor don’t need to fill the application form nor need to participate in the F2F meeting with RA until 3 years of initial ID vetting.

Upon receipt of the request endorsed by the RA, the HIAST Grid CA shall process the renewal as it processes an initial certification request.
At least once every 3 years the requestor must go through the same authentication procedure as the one described for a new certificate.

In case the request for a new certificate is due to expiration, revocation or compromise of certificate, the requestor must follow the same procedure as the one described in for a new one.
4.7.4 Notification of New Certificate Issuance to Subscriber
The HIAST Grid CA shall notify the subscriber of the issuance as described for the initial certificate issuance in 4.3.2.
4.7.5 Conduct Constituting Acceptance of the Re-keyed Certificate
The same procedure shall be followed as described in 4.4.1.
4.7.6 Publication of the Re-Keyed Certificate by the CA
See 4.4.2.

4.7.7 Notification of Certificate Issuance by the CA to Other Entities
See 4.4.3.

4.8 Certificate modification
4.8.1 Circumstance for Certificate Modification
Certificates must not be modified. The old certificate must be revoked, and a new key pair must be generated and a request for the modified certificate contents must be submitted with the new public key.
4.8.2 Who May Request Certificate Modification
Not Applicable.

4.8.3 Processing Certificate Modification Requests
Not applicable

4.8.4 Notification of New Certificate Issuance to Subscriber
Not applicable

4.8.5 Conduct Constituting Acceptance of Modified Certificate
Not applicable

4.8.6 Publication of the Modified Certificate by the CA

Not applicable

4.8.7 Notification of Certificate Issuance by the CA to Other Entities
Not applicable

4.9 Certificate Revocation and Suspension
4.9.1 Circumstances for Revocation
A certificate will be revoked in the following circumstances:

1. the subject of the certificate has ceased being an eligible end entity for certification, as described in this policy;

2. the subject does not require the certificate any more;

3. the private key has been lost or compromised;

4. the information in the certificate is wrong or inaccurate;

5. the system to which the certificate has been issued has been retired;

6. the subject has failed to comply with the rules of this policy.

4.9.2 Who Can Request Revocation
The revocation of the certificate can be requested by:

1. the certificate subscriber;

2. any other entity presenting proof of knowledge of the private key compromise or of the modification of the subscriber's data.
4.9.3 Procedure for Revocation Request
Unless the HIAST Grid CA acts on its own, a revocation request must be made:

1. by the owner of the certificate in an e-mail signed with the private key associated with the (still not expired) certificate,
2. on behalf of the owner who has lost his/her private key in an e-mail signed by an authorized person of the organization/unit that consented to the certificate, or

3. on behalf of the organization/unit that consented to the certificate in an e-mail signed by an authorized person (see 3.2.2)
OR

4. by the RA using a secure web interface
In case of emergency if no such e-mail can be sent, the owner of the certificate must go to the RA as soon as possible and ask the RA to request revocation.
4.9.4 Revocation Request Grace Period
No grace period shall be defined for a revocation request. The HIAST Grid CA shall process the authenticated request with priority and publish the revocation as fast as possible.

4.9.5 Time within Which CA Must Process the Revocation Request
The HIAST Grid CA must process revocation requests with the highest priority within one working day.

4.9.6 Revocation Checking Requirement for Relying Parties
Relying parties must download the CRL from the online-repository [section 2.2] at least once a day and implement its restrictions while validating certificates.

4.9.7 CRL Issuance Frequency
CRLs are issued after every certificate revocation or at least every month, 7 days before the month-long validity of the CRL has expired.

4.9.8 Maximum Latency for CRLs
No stipulation.

4.9.9 On-Line Revocation/Status Checking Availability
Currently there are no on-line revocation/status services offered by the HIAST Grid CA.

4.9.10 On-Line Revocation Checking Requirements
Currently there are no on-line revocation/status services offered by the HIAST Grid CA.

4.9.11 Other Forms of Revocation Advertisements Available
No stipulation.

4.9.12 Special Requirements Re-Key Compromise
No stipulation.

4.9.13 Circumstances for Suspension
No stipulation.

4.9.14 Who can Request Suspension
No stipulation.

4.9.15 Procedure for Suspension Request
No stipulation.

4.9.16 Limits on Suspension Period
No stipulation.

4.10 Certificate Status Services
4.10.1 Operational Characteristics
The HIAST Grid CA shall store in its public repository and make them available via its web site:

1. the root CA certificate,

2. all valid certificates, and

3. the most up-to-date CRL.

4.10.2 Service Availability
The HIAST Grid CA shall run this service available continuously, except for unavoidable activities. The service is available on 24 hours per day, 7 days per week basis, subject to reasonable scheduled maintenance.
4.10.3 Optional Features
No stipulation.

4.11 End of Subscription
No stipulation.

4.12 Key Escrow and Recovery
4.12.1 Key Escrow and Recovery Policy and Practices
No stipulation.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices
No stipulation.
5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS
5.1 Physical Controls
5.1.1 Site Location and Construction
The CA is located at the department of computer science, HIAST Damascus.

5.1.2 Physical Access
No unauthorized access to the hardware is permitted and all removable media is stored in secure containers.

5.1.3 Power and Air Conditioning
The building has an air conditioning system and the CA machines are connected to an UPS system.

5.1.4 Water Exposures
The building is in a zone not subject to floods.

5.1.5 Fire Prevention and Protection
The room where CA Server is located has a fire alarm system.

5.1.6 Media Storage
Removable media shall be stored in locked safe places to which only authorized personnel have access.
5.1.7 Waste Disposal
Waste containing data to be protected (cryptographically relevant data like private keys or passphrases, or personal data) shall be disposed off in a way to guarantee that the information may not be re-used.
5.1.8 Off-Site Backup
No stipulation.

5.2 Procedural Controls
5.2.1 Trusted Roles

No stipulation.

5.2.2 Number of Persons Required per Task

No stipulation.

5.2.3 Identification and Authentication for Each Role

No stipulation.

5.2.4 Roles Requiring Separation of Duties
Except for the management, no roles at the HIAST Grid CA require separation of duties.

Information about a subscriber stored at the site of the HIAST Grid CA and that is to be considered as private (see 9.4.2) shall only be accessible to the operators of the RA.

5.3 Personnel Controls
5.3.1 Qualifications, Experience, and Clearance Requirements
All HIAST Grid CA personnel shall have system administration and/or system analysis experience.
5.3.2 Background Check Procedures
No stipulation.

5.3.3 Training Requirements

No stipulation.

5.3.4 Retraining Frequency and Requirements
Retraining shall be mandatory when new software or features, as well as new organizational procedures are introduced.
Internal training will be given to HIAST Grid CA and RA operators once a year.
5.3.5 Job Rotation Frequency and Sequence
No stipulation.
5.3.6 Sanctions for Unauthorized Actions
No stipulation.

5.3.7 Independent Contractor Requirements
No stipulation.
5.3.8 Documentation Supplied to Personnel
All HIAST Grid CA personnel shall be provided with all documentation required for successfully performing their task.
5.4 Audit Logging Procedures
5.4.1 Types of Event Recorded
The following events shall be recorded:
1. on the off-line certification host

(a) Boot and shutdown

(b) Logins and logouts

(c) Creation and signing of certificates
(d) Creation of CRLs.

2. on the online HIAST Grid CA server
(a) Receipt of certificate requests from the RA

(b) Insertion of data in the HIAST Grid CA data base

(c) Transfer of certificate request to removable medium

(d) Transfer of certificate to requesting party

(e) Storage of certificate in online repository

(f) Receipt of revocation request

(g) CRL issues

5.4.2 Frequency of Processing Log
The log files shall be analysed once a month, or after a potential security breach is suspected or known; whichever comes first.
5.4.3 Retention Period for Audit Log
The minimal retention period for the audit logs is 3 years.
5.4.4 Protection of Audit Log
The audit logs shall only be accessible to the HIAST Grid CA operators and managers. The protection shall be state-of-the-art best effort.

5.4.5 Audit Log Backup Procedures
The audit logs shall be backed-up on a removable medium every night except on weekends and holidays when no activity happens on the off-line host and only read access to the online repositories happens on the online server.
5.4.6 Audit Collection System (internal vs external)

Internal.
5.4.7 Notification to Event-Causing Subject
No stipulation.
5.4.8 Vulnerability Assessments
No stipulation.

5.5 Records Archival

5.5.1 Types of Records Archived
The following events are archived:
· System boots and shutdowns
· Interactive system logins
· Periodic message digests of all system files

· Requests for certificates

· Identity verification procedures
· Identity validation records which RA collects, defined in section 3.2.3.
· Certificate issuing
· Requests for revocation

· CRL issuing
5.5.2 Retention Period for Archive
The minimum retention period is 3 years.
5.5.3 Protection of Archive
The archive shall be accessible to the HIAST Grid CA operation and management personnel only.

5.5.4 Archive Backup Procedures
Records shall be backed up on removable media, which shall be stored in a room with restricted access.
Archives are backed up every day.
5.5.5 Requirements for Time-Stamping of Records
All event records shall bear a time-stamp.

5.5.6 Archive Collection System
The archive shall be stored internally on two different systems. It shall be protected on a best effort-basis.

5.5.7 Procedures to Obtain and Verify Archive Information
No stipulation.
5.6 Key Changeover
A new public key of the HIAST Grid CA is posted in the on-line repository. In addition, signed electronic mail is sent to relevant relying parties.
The HIAST Grid CA's private signing key is changed periodically; from that time on only the new key will be used for certificate signing purposes. The overlap of the old and new key will be at least 1 year. For this overlapping period, the older but still valid certificate will be available to verify old signatures and the secret key to sign CRLs.
5.7 Compromise and Disaster Recovery

5.7.1 Incident and Compromise Handling Procedures
1. If the keys of an end entity are lost or compromised due to corruption of their computing basis, the RA has to be informed immediately in order to start the certificate revocation process.
2. If an RA Operator’s private key is compromised or suspected to be compromised, the RA Operator or Manager must inform the CA and request the revocation of the RA Operator’s certificate.

3. If the CA’s private key is (or suspected to be) compromised, the CA will:

(a) Inform the Registration Authority, subscribers and relying parties of which the CA is aware

(b) Terminate the certificates and CRL distribution services for certificates and CRLs issued using the compromised key
(c) Notify relevant security contacts.
5.7.2 Computing Resources, Software, and/or Data Are Corrupted
The CA will take best effort precautions to enable recovery.

In order to be able to resume operation as fast as possible after the compute basis of the CA is corrupted the following steps shall be performed:

1. All CA software shall be backed-up on removable media after a new release of any of its components is installed.

2. All data files of the offline CA shall be backed-up on a removable medium after each change, before the session is closed.

In case of corruption of any part of the running system, a functioning hardware shall be loaded with the latest state of the software and data backed-up on a read-only medium and estimated to be uncorrupted. If not all encrypted copies of the HIAST Grid CA private key are destroyed or lost, and are not compromised, the operation shall be re-established as soon as possible without need to revoke all issued certificates.
5.7.3 Entity Private Key Compromise Procedures
In case the key of an end entity or the RA is compromised, the corresponding certificate must be revoked. All relying parties known to accept the key should be informed by the owner of the key.

In case the private key of the HIAST Grid CA is compromised (or suspected to be) the CA

shall:

1. make every reasonable effort to notify subscribers and RAs,

2. terminate issuing and distributing certificates and CRLs,

3. request revocation of the compromised certificate,

4. generate a new CA key pair and certificate and publish the certificate in the repository,

5. revoke all certificates signed using the compromised key, and

6. publish the new CRL on the HIAST Grid CA repository.

5.7.4 Business Continuity Capabilities after a Disaster
The HIAST Grid CA is located inside a building that is part of HIAST facilities. The plans for business continuity and disaster recovery for HIAST activities are applicable.
5.8 CA or RA Termination
In case of termination of its services HIAST Grid CA will:

1. make all reasonable efforts to inform subscribers and RAs as soon as possible,

2. announce the termination as widely as possible,

3. cease issuing certificates,

4. revoke all certificates, and

5. destroy all copies of private keys of HIAST Grid CA.

6. TECHNICAL SECURITY CONTROLS
6.1 Key Pair Generation and Installation

6.1.1 Key Pair Generation
Keys for the HIAST Grid CA are generated by CA staff on a dedicated machine, not connected to any kind of network. The software package is OpenSSL.

Each entity must generate its key pair. HIAST Grid CA doesn’t generate private keys for its subjects.

6.1.2 Private Key Delivery to Subscriber
Each requesting party must generate its own key pair.
6.1.3 Public Key Delivery to Certificate Issuer
Entities’ public keys are delivered to the issuing CA in a secure and trustworthy manner: by online transaction from a secure web server for personal certificates and by signed e-mail for host and service certificates.

6.1.4 CA Public Key Delivery to Relying Parties
The HIAST Grid CA certificate can be downloaded from the repository (see 2.1)
6.1.5 Key Sizes

The end entity key length is 2048 bits and the key length for HIAST Grid CA is 8192 bits.
6.1.6 Public Key Parameters Generation and Quality Checking
No stipulation.
6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)
The keys may be used according to the type of certificate:

1. With an end-entity certificate for

(a) authentication

(b) non-repudiation

(c) data and key encipherment

(d) message integrity

(e) session establishment

(f) proxy creation and signing
2. With the self-signed CA certificate

(a) certificate signing

(b) CRL signing

The CA’s private key is the only key that can be used for signing certificates and CRLs.

6.2 Private Key Protection and Cryptographic Module Engineering Controls
6.2.1 Cryptographic Module Standards and Controls
End entities shall use the web form available on the HIAST Grid CA web site for key and CSR generation.
The CA private key is generated using OpenSSL.

Each CA operator shall have his own personal copy of the CA private key encrypted with a passphrase of at least 15 characters and only known to him. These encrypted private keys shall be stored on the off-line computer of the HIAST Grid CA. An extra instance of the private key encrypted with a randomly generated passphrase of at least 15 characters shall be stored on removable media which must be deposited in a safe and locked up place; the passphrase shall be stored on a different removable media or written down, and the media or paper shall be placed in a sealed envelope and stored in a different secure place.

No instance of the private CA key (plain or encrypted) shall reside on the permanent disc of any computer that is online.

6.2.2 Private Key (n out of m) Multi-Person Control
No stipulation.

6.2.3 Private Key Escrow
No stipulation.
6.2.4 Private Key Backup

HIAST Grid CA private key is kept, encrypted, in multiple copies and in different locations, on CD-ROMs.

6.2.5 Private Key Archival

Backup copies of HIAST Grid CA private keys can be used as an archival service.

6.2.6 Private Key Transfer into or from a Cryptographic Module
HIAST Grid CA does not use any kind of cryptographic module.
6.2.7 Private Key Storage on Cryptographic Module
HIAST Grid CA does not use any kind of cryptographic module.

6.2.8 Method of Activating Private Key
The private key of the HIAST Grid CA is activated by using a pass phrase. See section 6.4.1

6.2.9 Method of Deactivating Private Key
No stipulation.

6.2.10 Method of Destroying Private Key
No stipulation.

6.2.11 Cryptographic Module Rating

No stipulation.
6.3 Other Aspects of Key Pair Management
No stipulation.

6.3.1 Public Key Archival
No stipulation.

6.3.2 Certificate Operational Periods and Key Pair Usage Periods
All certificates issued to subscribers by the HIAST Grid CA will have a maximum lifetime of 1 year plus one month.

The lifetime of the HIAST Grid CA root certificate must be no more than 20 years and no less than 5 years. Currently the lifetime is 10 years.
6.4 Activation Data
6.4.1 Activation Data Generation and Installation
Each private key are protected by a strong pass-phrase which consist of at least 15 characters.
6.4.2 Activation Data Protection
All HIAST Grid CA Operators know the activation data for the CA private key. No other person knows the activation data. However, the activation data for the CA private key is also kept in a sealed envelope in a safe in a separate location from the safes containing the private key and its backup copies.
6.4.3 Other Aspects of Activation Data
Private keys pertaining to host and service certificate are stored without a passphrase. The private key is protected using file system protection methods.
6.5 Computer Security Controls
6.5.1 Specific Computer Security Technical Requirements
CA servers include the following functionalities:

(i) operating systems are maintained at a high level of security by applying all recommended and applicable security patches;

(j) monitoring is done to detect unauthorized software changes;

(k) services are reduced to the bare minimum;

(l) machines are protected by a suitably configured firewall.
The machine used for signing certificates isn’t connected to any kind of networks.

6.5.2 Computer Security Rating
No stipulation.
6.6 Life Cycle Technical Controls
6.6.1 System Development Controls
No stipulation.

6.6.2 Security Management Controls
No stipulation.

6.6.3 Life Cycle Security Controls
No stipulation.

6.7 Network Security Controls
1. The Certificate Authority will never be connected to a computer network under any circumstances. Certificates are generated on a machine not connected to any kind of network, located in a secure environment and managed by a suitably trained person.

2. The public machine is protected by a suitably configured firewall.

6.8 Time-Stamping
No stipulation.
7. CERTIFICATE, CRL, AND OCSP PROFILES

7.1 Certificate Profile
All certificates issued by the HIAST Grid CA conform to the Internet PKI profile (PKIX) for X.509 v3 certificates as defined by RFC 3280.

7.1.1 Version Number(s)

All certificates that reference this Policy will be issued in the X.509 version 3 format and will include a reference to the O.I.D. of this Policy within the appropriate field.

7.1.2 Certificate Extensions
The extensions to the X.509 v3 certificate that shall be present in the HIAST Grid CA certificates are:

1. For user certificates:

(a) Basic Constraints: 
critical, ca: false

(b) Subject Key Identifier:
hash

(c) Authority Key Identifier:
keyid

(d) Key Usage:
critical, digitalSignature, KeyEncipherment, dataEncipherment
(e) Extended Key Usage
clientAuth, emailProtection
(f) CRL Distribution Points:
URI
(g) Subject Alternative Name
rfc822 email address
(h) Certificate Policies:
OID of the CP/CPS document in effect at the        time of issuance of the certificate, 1.2.840.113612.5.2.2.1.4
2. For host/services certificates:

(a) Basic Constraints:
critical, ca: false

(b) Subject Key Identifier:
hash

(c) Authority Key Identifier:
keyid

(i) Key Usage:
critical, digitalSignature, KeyEncipherment, dataEncipherment
(d) Extended Key Usage
clientAuth, emailProtection
(e) CRL Distribution Points:
URI

(f) Subject Alternative Name
the fully qualified domain name (FQDN) of the host, the rfc822 email address

(j) Certificate Policies:
OID of the CP/CPS document in effect at the        time of issuance of the certificate, 1.2.840.113612.5.2.2.1.4
3. For CA certificates:

(a) Basic Constraints:
critical, ca: true

(b) Subject Key Identifier:
hash

(c) Authority Key Identifier:
keyid

(d) Key Usage:
critical, KeyCertSign, cRLSign
(e) CRL Distribution Points:
URI
7.1.3 Algorithm Object Identifiers
The OIDs for algorithms used for signatures of certificates issued by the HIAST Grid CA are according to:

1. hash function:
id-sha1
1.3.14.3.2.26

2. encryption:
rsaEncryption
1.2.840.113549.1.1.1

3. signature:
sha1WithRSAEncryption
1.2.840.113549.1.1.5
7.1.4 Name Forms
The subject name is of the X.500 name type. It has one of the following forms:

Issuer (HIAST Grid CA)
“C=SY, O=HIAST, CN=HIAST Grid CA“.

· User
“C=SY, O=HIAST Grid, OU=organizationName, CN=commonName“,

where the commonName must be the Forename and the Surname of the subject and organizationName is the organization name of the subject.
· Host
“C=SY, O=HIAST Grid, OU=organizationName, CN=commonName“,

where the commonName must be the DNS FQDN of the host and organizationName is the name of the organization owning the host.

· Service

“C=SY, O=HIAST Grid, OU=organizationName, CN=commonName“, 
where the commonName must be the DNS FQDN and organizationName is the name of the organization owning the service.
The Distinguished Name must be unique for each subject certified by the HIAST Grid CA. If the name presented by the subscriber is not unique, additional numbers or letters are appended to the commonName to ensure uniqueness.

The canonical name in the certificate subject must be able to be obtained from the real subject name.

Certificates must apply to unique individuals or resources. Subjects may not share certificates.

7.1.5 Name Constraints
There are no other name constraints than those that are to be derived from the stipulations in 7.1.4, 3.1.2 and 3.1.1.
7.1.6 Certificate Policy Object Identifier

The OID of this CP is 1.3.6.1.4.1. 27601.1.1.1.0
Each certificate must reference a policy OID, and may contain several as long as none of the policy constraints conflict. The extension certificatePolicy is the OID of this document (1.3.6.1.4.1. 27601.1.1.1.0) and the base OID of the Classic X.509 Profile versions 4.x (1.2.840.113612.5.2.2.1.4).
7.1.7 Usage of Policy Constraints Extension
No stipulation.

7.1.8 Policy Qualifiers Syntax and Semantics
No stipulation.
7.1.9 Processing semantics for the critical Certificate Policies extension

No stipulation.
7.2 CRL Profile

7.2.1 Version number(s)

The HIAST Grid CA shall create and publish X.509 version 2 CRLs.

7.2.2 CRL and CRL Entry Extensions
The HIAST Grid CA shall issue complete CRLs for all certificates issued by itself independently of the reason for the revocation. The reason for the revocation shall not be included in the individual CRL entries.

The CRL shall include the date by which the next CRL shall be issued. A new CRL shall be issued before this date if new revocations are issued.

The CRL extensions that shall be included are:

1. The Authority Key Identifier

2. The CRL Number

The CRL entry extensions that will be included are:

1. CRL Reason Code

2. Invalidity Date

7.3 OCSP Profile
No stipulation.

7.3.1 Version Number(s)

No stipulation.

7.3.2 OCSP Extensions
No stipulation.
8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS
8.1 Frequency or Circumstances of Assessment
The HIAST Grid CA shall make at least once a year a self-assessment to check the compliance of the operation with the CP/CPS document in effect.

The CA shall at least once a year assess the compliance of the procedures of the RA with the CP/CPS document in effect.
The CA shall at least once a year assess the CA and RA staff.
HIAST Grid CA accepts being audited by other accredited CAs to verify its adherence to the rules and procedures specified in its CP/CPS document.
8.2 Identity/Qualifications of Assessor
No stipulation.
8.3 Assessor's Relationship to Assessed Entity
No stipulation.

8.4 Topics Covered by Assessment
No stipulation.

8.5 Actions Taken as a Result of Deficiency
No stipulation.

8.6 Communication of Results
No stipulation.

9. OTHER BUSINESS AND LEGAL MATTERS
9.1 Fees

No fees are charged for services to the Syrian GRID consortium.

9.1.1 Certificate Issuance or Renewal Fees
See 9.1

9.1.2 Certificate Access Fees
See 9.1

9.1.3 Revocation or Status Information Access Fees
See 9.1

9.1.4 Fees for Other Services
See 9.1

9.1.5 Refund Policy
See 9.1

9.2 Financial responsibility

No financial responsibility is accepted

9.2.1 Insurance Coverage
No stipulation

9.2.2 Other Assets
No stipulation.
9.2.3 Insurance or Warranty Coverage for End Entities

No stipulation.
9.3 Confidentiality of Business Information
9.3.1 Scope of Confidential Information
No stipulation

9.3.2 Information Not Within the Scope of Confidential Information
No stipulation
9.3.3 Responsibility to Protect Confidential Information
9.4 Privacy of Personal Information
HIAST Grid CA does not collect any confidential or private information except for the case when CA or RA archives copies of ID documents for identity validation of a user certificate request. HIAST Grid CA guarantees that this personal information will not be used for any other purposes.

9.4.1 Privacy Plan
See section 9.4.
9.4.2 Information Treated as Private
See section 9.4.
9.4.3 Information Not Deemed Private
HIAST Grid CA collects the following information which is not deemed as private:

1. subscriber's e-mail address;

2. subscriber's name;

3. subscriber's organization;

4. subscriber's certificate;

9.4.4 Responsibility to Protect Private Information
HIAST Grid CA guarantees to not use the photo ID document for any other purposes other than the ones it is intended for.
HIAST Grid CA has not responsibility to protect any other private information as all the information it collects is considered public.
9.4.5 Notice and Consent to Use Private Information
No stipulation.

9.4.6 Disclosure Pursuant to Judicial or Administrative Process
No stipulation.

9.4.7 Other Information Disclosure Circumstances
No stipulation.

9.5 IPR (Intellectual Property Rights)
The HIAST Grid CA does not claim any IPR on certificates which it has issued.

Parts of this document are inspired or even copied (in no particular order) from the pkIRISGrid, AUSTRIANGRID, SeeGrid, INFN, the Dutch Grid, GridCANADA, Grid-Ireland and may be indirectly from documents they draw from.

Anybody may freely copy from any version of the HIAST Grid CA’s Certificate Policy and Certification Practices Statement provided they include an acknowledgment of the source.
9.6 Representations and Warranties
9.6.1 CA Representations and Warranties
The information published in the certificates and CRLs are accurate to the best of HIAST Grid CA's knowledge. No other warranties are accepted.
9.6.2 RA Representations and Warranties
No stipulation.

9.6.3 Subscriber Representations and Warranties
No stipulation.

9.6.4 Relying Party Representations and Warranties
No stipulation.

9.6.5 Representations and Warranties of other Participants
No stipulation.
9.7 Disclaimers of Warranties
No stipulation.

9.8 Limitations of Liability
1. HIAST Grid CA guarantees to control the identity of the certification requests according to the procedures described in this document;

2. HIAST Grid CA guarantees to control the identity of the revocation requests according to the procedures described in this document;

3. HIAST Grid CA is run on a best effort basis and does not give any guarantees about the service security or suitability;

4. HIAST Grid CA shall not be held liable for any problems arising from its operation or improper use of the issued certificates ;

5. HIAST Grid CA denies any kind of responsibilities for damages or impairments resulting from its operation.

9.9 Indemnities

No stipulation.

9.10 Term and Termination
9.10.1 Term

No stipulation.

9.10.2 Termination

No stipulation.

9.10.3 Effect of Termination and Survival
No stipulation.

9.11 Individual Notices and Communications with Participants
No stipulation.

9.12 Amendments

No stipulation.

9.12.1 Procedure for Amendment
No stipulation.

9.12.2 Notification Mechanism and Period
No stipulation.

9.12.3 Circumstances under Which OID Must Be Changed
No stipulation.
9.13 Dispute Resolution Provisions
Legal disputes arising from the operation of the HIAST Grid CA will be resolved according to the Syrian Law.

9.14 Governing Law
The enforceability, construction, interpretation, and validity of this policy shall be governed by the Syrian laws.

9.15 Compliance with Applicable Law
No stipulation.

9.16 Miscellaneous Provisions
No stipulation.

9.16.1 Entire Agreement
No stipulation.

9.16.2 Assignment

No stipulation.

9.16.3 Severability

No stipulation.

9.16.4 Enforcement (Attorneys' Fees and Waiver of Rights)

No stipulation.

9.16.5 Force Majeure

No stipulation.

9.17 Other Provisions
No stipulation.
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